127 018, MockBa, Cywesckui Ban, a.18
TenedoH: (495) 995 4820

dakc: (495) 995 4820
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

7o
P KPUMTOMPO
N

CpeacrtBso
Kpuntorpadpunyeckomn
3aWuThbl

NHdopmaumn

Kpuntollpo CSP

Bepcus 4.0 R5 KC1

1-Base

PyKoBOACTBO
aAMUHUCTpaTOpa
6e3o0nacHoCTH

Ncnonb3oBaHue CK3U
noa ynpaB/eHUeM
OC Linux

XTAN.00087-05 91 03

Nuctos 31

2019 .


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

XXTAN.00087-05 91 03. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Mcnonb3oBaHue CK3WM nog ynpasneHmeM OC Linux

© 000 «KPUNTO-MNMPO>», 2000-2019. Bce npaBa 3alMLlEHbl.

ABTOpPCKME nMpaBa Ha CcpeacTtBa KpunTorpaduyeckor 3awuTbl uHbOpMauuu Tuna
Kpuntolpo CSP ©n 3KkcniayaTauWMOHHYIO AOKYMEHTauMio K HWUM 3aperncTtpupoBaHbl B
PoccuiickoM areHTCTBE NO NaTeHTaM M TOBapHbIM 3HakaM (PocnaTeHT).

HacToawmin JJoKyMeHT BXOAUT B KOMMIEKT MOCTaBKM MporpaMMHoro obecriedyeHms CK3U
Kpuntolpo CSP Bepcuun 4.0 R5; Ha Hero pacnpoCTpaHsoTCsa BCe YCI0BUS IMLEH3UOHHOIO
cornaweHns. be3 cneunanbHOro nUCbMeHHOro paspeweHns 000 "KPUMTO-MPO"
AOKYMEHT WAM €ero 4acTb B 3/IEKTPOHHOM WAM MeyaTHOM BuAe He MoryT 6biTb
CKOMMPOBaHbl U NepefaHbl TPETbUM NIMLLA@M C KOMMEPYECKOM Lenbio.

-2-



XXTAN.00087-05 91 03. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Mcnonb3oBaHue CK3WM nog ynpasneHmeM OC Linux

ConeprxkaHune
AN L (0 2 =T 4
CIINCOK COKPALLEHMIM 1. vvetssetassesssesassssssesssesassesasa et ss et sa et ssn et san et ssnesnssnssnssnssnssnesnssnesnsnnesnsnnesns 4
1.OcCHOBHblE TeEXHUYEeCKME AaHHble U XapakTtepuctuku CK3UN 5
1.1, MpPOrpaMMHO-AMNMAPATHDBIE CPEIDBI «.euuvututesensteurnresssesasessasssesnseasnsaasasessnssseasnseaensenmaresensssensnres 5
1.2, KITHOUEBDBIE HOCUTESIM 1uvuienenisenaaenensansssesassseassseasssssasassassseasasesnsansnsesensesensnsensnsensnresensssensnren 6
2.YcraHoBkKa guctpmbytusa NO CK3U 7
3.06H0oBneHne MO CK3UN
4.Hacrpoiika CK3M1 10
4.1. fJocTtyn K yTunnTe ans HACTPOMKM CKBU ....iuiiiiiii ittt e e e e 10
4.2. BBOA CEPUIMHONO HOMEPA JTULLEHBMM ..vueuisenesitensaeastseasasensnssnensasensts e snseenstnsasnsenetsensnsanensenens 10
4.3. Hactpoinka 060pyA0BaHMNSA CKBI ... ...t e e st a e e eas 10
4.4, YCTaHOBKaA NMapaMeTPOB XXYPHANMMPOBAHMS . ..vuiniitiseieisinstasinsassstnsasassssnsessnsarasssnsessnsaresnennnes 11
4.5. Hactpoika KpMNTONPOBANAEPA MO YMOSTUGHMED .. uueuteniaenensaneusasensteensasesenssnesssenetsensnsenensenens 11
4.6. BK/IIOYEHNE pEXNMA YCUNEHHOIO KOHTPOJIS UCMONb30BAHUS KITIOUEM ..uuvnieiieiiiiiasinsesanseeanaanas 11
5.YcraHoBKa COMyTCTBYIOLLUX NaKeToB 13
o I Y7 (7 1 o =17 I 11 ol U | o PPN 13
6.CocraB 1 Ha3sHaueHue koMnoHeHT MO CK3U 14
6.1. Ba30BbIe MOAYIIN CKBU ... e s e e s e s s r e r e e e e e e e e s s e e e e ennas 14
6.1.1. BUBINOTEKA [IDCSP «uiuiniiiiiiii it 14
(ST AR 17 1533 17T} = 1<= I L o Yot o] o PPN 14
6.1.3. [ApariBEPHAS OUBINOTEKA AIVCSD . uuuututinitiniititataeatatats et st e ae et et e e ea e e et aeataneaaaeananeenn 14
6.1.4. Moaynu ceteBoi ayTeHTUPMKALUMN KPUITOTIPO TLS ..ttt 14
[T IS T o 1 Y23 o of o Y =T o | 14
6.1.6. MOAYINIb WIPEIIIE vttt e 14
[T A 7 oY 1 Y23 o ol oV o o o 15
LS S R o2 Y3 o ol ol T | 15
6.1.9. MOAYIID STUNNEI ottt ettt et et et et e e e e e s et et et e et e eananeens 15
6.2. Moaynu noacmcteMbl NPOrPAMMHOM COK......uuiiiiiiiiiei e e e e e e ens 15
(ST N o Y73 o 110 o= o 17 0 R 15
(YA AR Y7 1oY3 1o} (=T <= I Lo e 1 e PPN 15
6.2.3. Mogynn focTtyna K KOHKPETHbIM TUMAaM K/IHOUYEBbIX HOCUTENEN N CUUTBIBATENEM: uvvuinininnnnensns 15
(S AR I Y 1oY3 1o} (=T <= I L o] e 1 = U o B PPN 15
6.2.5. MOAYMN BATUNKOB CITYUAMHDBIX UMCEIT tuuututtntnttnetsnessnenssnenssnenssnsnsssenssseasssenssnenssennsnennenenns 15
6.2.6. bubnmoteka libasnidata noaaep>Xkm MPOTOKONA ASNL L..uiiiiiiiiii i eens 15
7.BcrpanBanue CK3U B npuknagHoe MO 16
8.Tpe6oBaHns noO OpraHM3auUOHHO-TEXHMYECKMM M aaMMHUCTPaATMBHbIM MepaM obecneueHust
akcrutyataumm CK3U 17
8.1. O6bwwue mepsbl 3awmTbl oT HCA MO ¢ ycrtaHoBneHHbIMM CK3U ans OC LiNUX covvvveviiniiiiieiiieeennes 17
8.1.1. OpraHN3aLMOHHO-TEXHUUECKME MEPDBI «.ueutntntanenntneesnenaneatautanssasaeasaeasaeasaneasaneassneaneneanns 17
8.1.2. AononHuTtesnbHble HACTPOMKM OC LINUX tuiviuiiiiiiiiiiiiinr e s s s eens 20
8.2. TpeboBaHMsa MO pa3MeLLEHNIO TEXHUYECKMX CPEACTB C YCTaHOBIEHHbIM CK3U .......ccvviviiane, 23
9. Tpe6oBaHuA No kpunTorpacduueckoi sawmre 25
Mpuno)keHue 1. KOHTPOsb LLEIOCTHOCTU NPOrpaMMHOro obecneyeHun 29
MpunoxxeHune 2. YnpasneHWe NpoToOKO/IMpoOBaHUEM 30
Jlucr perncrtpaumm usmMeHeHuu 31




XXTAN.00087-05 91 03. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Mcnonb3oBaHue CK3WM nog ynpasneHmeM OC Linux

AHHOTauunA

HacTosuee PykoBoACTBO AOMNOSHAET AOKYMeHT «XTAM.00087-05 91 01. Kpuntolpo CSP. PykoBoacTBo
aAMUHUCTpaTopa 6e3onacHocTn. Obwas YyacTb.» npu ncnonb3dosaHnm CK3U nog ynpasnednem OC Linux.

NHCTpyKUMM aaMUHUCTpaTopaM 6e30MacHOCTM U MNOMb30BAaTENAM Pa3fIMYHbIX aBTOMATU3UPOBAHHbIX
cucteMm, ucnonbsyowmnx CK3U «Kpuntollpo CSP» v 4.0 R5, gonxHbl pa3pabaTtbiBaTbCs C y4yeToM TpeboBaHui
HacTosLWero AOKYMeHTa.

Cnuncok cokpalleHunm

CRL Cnucok oTo3BaHHbIX cepTudunkartos (Certificate Revocation List)
ITU-T Me'>|<ayHapo,quu7| KOMUTET no TeniekoMMmyHmukauusam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3MPOBaAHHaA cucTtema
APM ABTOMaTM3MpOBaHHOe paboyee mecTo
rMa MMBKUN MarHUTHbIN AUCK
AcCH [aTumk cnyyamnHbIX yncen
HDD XKeCcTknn MarHUTHbIN AUCK
KTl KoHeuHbIn nonb3oBaTenb
HCA HecaHKUMOHNUpPOBaHHbIA A0CTYyN
ocC OnepaumnoHHasa cucrtema
MAK MporpaMMHoO-annapaTHbIN KOMMEKC
no MporpamMmHoe obecneveHune
PerucTpaums Da&sgosggﬁeiisenenewblx aTpmbyToB (apgpeca, HOMepa KJK4a, Npas UCMNOoNb30BaHUS
COBOKYMHOCTb MHCTPYKUMA N APYTrOWA periaMeHTUpytoLwen JoOKyMeHTaumm,
PernameHnT obecneumBatowenn GyHKLUMOHNPOBaHNE aBTOMaTU3MPOBAHHOW CUCTEMbI BO BCEX
pexnmax.
CBT CpenctBa BbIUMCINTENBHOM TEXHUKN
DNeKTPOHHbIA LOKYMEHT, NOATBEPXKAAIOLWMNA NPUHAANEXHOCTb OTKPbLITOrO KJtoda nunm
Ceptudukar KJIl04a NPOBEPKMN INEKTPOHHOM MOAMNUCU U onpeaeneHHbiX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudnkaums Mpouecc M3roToBneHns cepTudmKaTa OTKpPbITOrO KKO4Ya UAN KoYa NpOBEPKKU
3NEKTPOHHOM noanucu aboHeHTa B LeHTpe cepTudunkaumm
CK3M1 CpencrtBo kpunTorpadunyeckon 3awmnTbl MHGOpPMaumn
cocC Cnncok oTo3BaHHbIX cepTudumnkaTos (Certificate Revocation List)
cC CnpaBo4yHUK cepTde)MKaTOB OTKPbITbIX K/IOYEN U KIoYeN NPOBEPKU 31EKTPOHHOMN
noanucn. CeTeBol CNpaBOYHMK.
uc UenTtp Ceptudukauunu (Yaocrtosepswowmii LieHTp)
P LleHTp Perncrpaunu
34 DNEeKTPOHHbIN AOKYMEHT
aNn DneKTpOoHHasa NoAnucChb
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1. OCHOBHble TEXHUYECKME faHHble 1 xapakTepuctnku CK3U

1.1. MNMporpaMMHO-annapaTHble cpeabl

CK3U «Kpuntollpo CSP» v 4.0 R5 nog ynpasneHnem OC Tmna Linux WCNoOAb3yeTcs B
cneayoowmx NnporpaMMHo-annapaTHbIX cpeaax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMmmHo-anmnapaTHble cpeabl,
yaosneteopstowme ctangapty LSB 4.x (https://www.linuxbase.org/Isb-cert/productdir.php?by Isb):

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC AUC ®CCIM Pocecum (GosLinux) (x86, x64);

PE[l OC (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

CnHte3-0C.PC (x86, x64);

MK «CuHTe3M-KnueHTt» B coctaBe KIM «30C «CnHTteaM» (x64);

MK «CuHTe3M-Cepsep» B coctaBe Kl «30C «CnHTeaM» (x64);

KIM «OC «CunHTe3M-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC Notoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nb6pyc);
MCBCdepa 6.3 Cepep (x64, ARM64).

OC 2nbbpyc Bepcus 3 (3nbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT 8 CIN CepBep (x86, x64, ARM, ARM64);

AnbT Pabouas crtaHumsa 8, AnbT Pabouas ctaHumsa K 8, AnbT 8 CIN Pabouas ctaHuusa (x86,
x64, ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANbT/HUKEJb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Co cpokaMu 3KcCh/lyaTauumn onepauMoHHbIX CUCTEM, B cpefe KOTopbixX ¢dyHKuUMoHMpyeT CK3U,
MOX>XHO 03HaKOMUTbLCS MO CNeAYLWMM ajpecaM:

http://wiki.centos.org/About/Product

https://fedoraproject.org/wiki/Releases/

http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/IcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl jizni produktov/
http://www.mvista.com/support lifecycle.php
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1.2. KntoyeBble HOCUTENU

B kaudecTBe K/1HOUYEBbLIX HOCUTENEN 3aKPbITbIX Ko4Yen n kntoden I MOryT MCnonb3oBaTbCs:
-r™MA 3,5”, USB aucku;

— CmapTtkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— eToken, Jacarta;

— USB-TokeHbl PyTokeH 3UM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CmapTkapTbl PyTokeH Lite SC, PytokeH DU SC;

- Rutoken S;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTta Y2K;

— TokeH++ Lite;

— ESMART Token;

— CmaptkapTtbl AnnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazgen HDD M2BM (B Windows - peecTp);

1. B cocTtas anctpubytmnsa CK3U BxoasaT 6Mbnnotekn noaaepxku Bcex nepeymcneHHblX HoCuTesnem, Ho
He BxoasaT apansepbl ans OC. o BonpocaMm nosy4vyeHus ApaneBepoB HeobxoamMMmo obpawatbcs K
NMpon3BOANTENSAM COOTBETCTBYHIOLWMX YCTPOMCTB.

1. XpaHeHune 3akpbiTbix Katover Ha HDD M2BM mn USB auckax (B peectpe OC Windows, B pasaene
HDD npw paboTte nog ynpasneHnem apyrux OC) gonyckaeTcs TO/IbKO NpU yCNI0BMU pacnpoCTpaHeHus
[L_.__._J‘ Ha HDD, USB auck wnm Ha M23BM ¢ HDD TpeboBaHMin No obpawleHuto C KJKYEBbIMU HOCUTENSMU
(n.6.7 XTSAN.00087-05 91 01. PykoBoactso aaMuHucTpatopa 6e3onacHocTn obwas 4acTtb).

2. Bce BbllenepeyncriieHHble HOCUTENN UCMOb3YITCS TONIbKO B KayecTBe MacCMBHOMO XpaHuauwa
Knto4eBon nHdbopmaumm 6e3 MCnosb30BaHMSA KpUnTorpaduyeckmx MexaHW3MOB, peanM30BaHHbIX Ha
CMapT-KapTe/TOKeHe.

3. Ucnonb3oBaHMe HoCUTENEN APYIrMX TUMOB - TOSIbKO Mo cornacoBaHuto ¢ ®Cb Poccun.
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2. YcraHoBka anctpubytunsa MO CK3U

YcTaHoBKa, yaaneHme um obHosneHune MO OCYLLECTBNAETCA OT UMEHU MNMOJiIb30BaTeN A, UMEKOLWEro
npaBa agMMHNCTpaTOpa: noa yLIéTHOVI 3anmcblo root nam ¢ ncnosb3oBaHnMeM KoMaHabl sudo.

CK3U «Kpuntollpo CSP» TpebyeT cnepywolwenn nocnenoBaTeNlbHOCTUM YCTaHOBKW: CHavana
yCTaHaBNMBaeTCA npoBanaep, 3aTeM YyCTaHaBMMBAIOTCHA OCTalbHble MOAY/M, BXoAsdlMe B COCTaB
KOMMNeKTaumu.

B OC Linux ans ycrtaHoBKM, yaaneHus n obHosneHmsa MNO npuMmeHatoTca nakeTtbl (packages).
MakeT - apxumB AUCTpubyTuBa, coaepxawmii dannbl yCTaHaABIMBAEMOrO MNPUJIOXEHUS U dainbl,
NCNONb3YOLWNECA MHCTANISTOPOM AN KOHUIrypupoBaHus cpefbl. B onepaumMoHHbIX cucteMax Linux
ncnonblyetca MeHeaxep naketoB RPM (Red Hat Package Manager), KOTOpbIn ABASETCS MOKUM
WHCTPYMEHTOM ANSA YCTAaHOBKMW, yaaneHusi, obHoBneHus u cbopkm NporpaMMHbIX nakeToB. [akeThbl,
npeacTtaBfeHHble B BuAe danna C paclwmpeHmeMm .rpm, cogepxaT B cebe HenocpeaCTBEHHO dannbl
MO n nHdopmauunto ans KOHPUrypupoBaHmMsa cpeasbl.

NS yCTaHOBKWM NakeTa MCNosib3yeTcs KoMaHAaa:
rpm -i <cdainn_nakera>
Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Ons yaoaneHns naketa MCNonb3yeTcs KoMaHaa:
rpm -e <uMs_nakera>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
MMS nakeTa MOXET He BK/Io4YaTb BEPCULD.
Hanpumep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbiXx Ha Debian (Debian/Ubuntu), ans ycTaHOBKM MNaKeTOB WCMOJfb3yeTcs
KoMaHAa:

alien -kci <dain_nakera>
Hanpumep: alien -kci ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Ha OC, ocHoBaHHbIX Ha Debian (Debian/Ubuntu), ansa ycraHoBkn 32-6UTHbIX NaKeToB Ha 64-
6uTHYI0 OC MCNONb3yeTcsa KoMaHaa:

dpkg-architecture -ai386 -c alien -kci <c¢ain_nakera>
Bo3MOXHO, noTpebyeTcs yCTaHOBUTbL NporpaMMy alien us ctaHgaptHoro penosutopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yaaneHnsa nakeTtoB MCNO/b3yeTcs
KOMaHAa:

dpkg -P <umsa_nakerta_6e3_Bepcun>
Hanpumep: dpkg -P Isb-cprocsp-base
®dalnbl U3 NakeToB yCTaHaBNMBalTCsa B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, NO3TOMY [O/IXKHbl YCTaHaBMBATbCA MO MOPSAKY C YUYETOM
3TUX 3aBUCUMOCTEN, a yAansaTbCs B 06paTHOM nopsake. YCNOBHO MOXHO CUYMTaTb MpaBWUSIbHbIM
nopsaKoOM TOT, KOTOpPbI OnuMcaH B Tabnnue 3aBMCUMOCTEN U Ha3HAYEHUS MaKeToB.

MakeTbl MOryT 6bITb HE3AaBUCMMbIMKN OT apxmuTekTypbl (noarch B nMmeHun danna nakera), Toraa
OHM YyCTaHaBAMBaKTCA Ha byt apxutekTypy. [lakeTbl MoryT 6biTb NpeaHasHayeHbl A1
apxutekTypbl IA32 (i486 B nMeHn ¢danna nakerta), a Takxke ansa apxutektypbl AMD64 (x86_64 B
nMeHn arina nakerta), Torga OHW ycTaHaBnmsatoTcs Ha OC, cobpaHHYK NoA4 COOTBETCTBYHOLLYHO
apxuTtekTypy. Yacto 64-6utHole OC ogHOBpEMEHHO MoAAEPXUBAOT U 32-6UTHblE NMpUIoXeHnsa, n 64-
6uTHbIe, Toraa Npm Heo6xXoAMMOCTM MOXHO yCTaHaBAuBaTb oba KoMmnnekTa. VICKao4YeHneM sSBNsTCS
ApanBepbl — OHM YCTaHaB/IMBAKOTCS B TOYHOM COOTBETCTBUM C apxuTekTypoi sapa OC.

-7 -
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B OC Linux moaynu sgapa He obnapatoT 6WHaApHOMW COBMECTUMOCTbIO, OHM MpMBSA3aHbl K
KOHKpeTHoM Bepcum sigpa OC. Mo3ToMy MoAy/ib sAapa NOCTaBASETCS B BuAe NakeTa .Src.rpm. Takomn
TUM NakeTa NO3BOMSET cobpaTb MOAYb ANA HYXHOM BepcMn sapa. s ero yCTaHOBKM crenyeT npwm
nomowu rpmbuild cobpaTb U3 nakeTa .src.rpm 06bIYHbIMA NaKeT .rpm, a 3aTeM YCTaHOBWUTb MakeT .rpm
TakK Xe KaK oCTasbHble MaKeThbl.

Ha 6onbwnHcTBEe ANCTpNbYTUBOB CHOPKY MakeTa .rpm MOXHO OCYLEeCTBUTb KOMaHAO0M:
rpmbuild --rebuild --define "kernel_release “uname -r' " <nyTb Kk ¢hainy nakera>

Ona  cbopku Tpebyercs, u4TO6bl Ha MawuHe ObIMKM  yYCTaHOBNEHbl cpeacTBa CcOOpKU
(KoMNMNATOp), a TaKXe 3aronoBOo4YHble dannbl dapa. 3aronoBo4YHble dannbl g4pa  AOKHbI
HaxoanTbcsa B /lib/modules/ n 06bIYHO MX MOXHO YCTaHOBUTb B COCTaBe COOTBETCTBYHOLWErO nakeTa
13 penosntopus anctpubytuea.

Tak Kak Hannume CpeacTB OTNaAKM M pa3paboTKM Ha CMCTEMAx, B KOTOPbIX 3KCNyaTUpyeTcs
CK3W, HeponycTnMo, agMuHucTpaTtop (paspabotumk MK3WN) gonxkeH cobpaTb makeT Ha cneuuasbHOM
BblAeNeHHOM paboyeM MecTe M obecnedynBaTb €ro AOBEPEHHYIO YCTAHOBKY B LIE/IEBYIO CUCTEMY.

Tabnuua 2.1 - 3aBUCMMOCTM U Ha3HaYeHMs NakeToB (419 NPOCTOTbl onMcaHbl 32-6UTHbIE NaKeTbI).

MMa nakeTa ‘ 3aBUCUMOCTH ‘ Ha3Ha4yeHune nakerta

MakeTbl anga I'Ipe,Cl,BaleTeﬂbHOVl YCTaHOBKMU

cprocsp-compat-altlinux Maker coBMectumoctn ¢ OC  AltLinux,
yTCHaBanuBaeTcsa nepebiM — A0 Isb-cprocsp-
base.

cprocsp-compat-splat Maker coBMmectumocTh ¢ OC  SPLAT,
yCTaHaBnMBaeTcsa nepBbiM — A0 Isb-cprocsp-
base.

sobol OpaviBep pansa Cobonsa. Tpebyerca npwm

Ha/IMuYuKn yCTpoicTBa.

Obs3aTenbHblie NakeTbl

Isb-cprocsp-base Isb Ba3oBbIli MakeT, yCTaHaB/MBAETCA NepBbIM,
€C/NN TOJIbKO He HYXHbl compat-nakeTbl.

Isb-cprocsp-rdr Isb-cprocsp-base OCHOBHbIE MPUIOXEHUSA, CUYMTbIBATENN W
OCH.

Isb-cprocsp-kcl Isb-cprocsp-rdr Mposangep KC1.

Isb-cprocsp-kc2 Isb-cprocsp-rdr Mposanagep KC2, ycTaHaBAMBaeTCs TOJIbKO

TaM, rae B 3TOM eCTb HeobXx0AMMOCTb. B aTOM
cnyvae Isb-cprocsp-kcl 06bI4HO He cTaBUTCA.

Isb-cprocsp-capilite Isb-cprocsp-rdr, CAPILite, nporpamMmbl u 6ubnunotekn Ana
Isb-cprocsp-kcl unm Isb- BbICOKOYPOBHEBOM paboTbl C Kpuntorpaduei
cprocsp-kc2 (ceptndukartamm, CMS...).

[JononHuTenbHble NakeTbl

cprocsp-rdr-gui Isb-cprocsp-rdr, Motif, | Fpacdunueckunii bnoACH, 3anpoc napons wu
X11 apyrue GUI-aguanoru.

cprocsp-rdr-pcsc Isb-cprocsp-rdr, pcsclite Moaynn noaaepxkn PCSC-cumntbiBaTEnem,

cmapt-kapT (PUK, Ockap, Maructpa...).

Isb-cprocsp-rdr-sobol Isb-cprocsp-rdr, sobol Moaynb nogaepxku Cobons.

Isb-cprocsp-devel Isb-cprocsp-base MakeT ana paspaboTunka.

cprocsp-drv Isb-cprocsp-base [pariBepHasa bubnuorteka.

cprocsp-drv-devel Isb-cprocsp-devel MakeT ons paspaboTumka apaniBepos.

cprocsp-stunnel Isb-cprocsp-capilite YHuBepcanbHbih SSL/TLS TyHHenNb.

cprocsp-rdr-emv Isb-cprocsp-rdr Moaynb noaaepxku EMV
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3. O6HoBneHune MO CK3U

Ona obHoBnernms MO CK3WM Ha OC Linux Heob6xoauMmo:

— 3aMoMHUTb TeKyLyt KoHdpurypauuto CSP:

* Habop yCTaHOBMIEHHbIX NAKETOB;

* HACTpOWKK npoBangepa (47159 NpoCTOTbl MOXHO CoXpaHuTb /etc/opt/cprocsp/config[64].ini);
— ypanuTb wTaTHbIMKN cpeacTteamm OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHasorm4yHole HoBble nakeTbl CK3U;

— MNpu HeobxoAMMOCTM BHECTU M3MEHEeHUs B HacTpomku (MOXHO nocmoTtpeTb diff craporo u
HoBoro config[64].ini);

—  KJIOUYM U cepTUdMKaTbl COXPaHAKTCA aBTOMaTUYECKM.
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4. Hactpomnka CK3U

4.1. JocTtyn K yTunute ans Hactponkn CK3U

HacTtpoitka CK3U ocylwecTBnseTcs C noMowblo yTunuTbl cpconfig, KOTopas BXOAMT B COCTaB
anctpubyTtmBa M pacnonoxeHa B AupekTopumn /opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbi>. Ecnam
ycTaHoBneHbl nakeTbl CK3W pana AByX apxuTekTyp, Hanpumep, ia32 u x64, TO AencTsus no
HaCTPOMKE HY>XHO NPOBOANTb ABa)kAbl — ANA KaXA0W apxXUTeKTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

4.2. BBOA CEPUMNHOIO HOMEpa NULEH3nu

Mpn yctaHoBke nporpaMMHoro obecnedeHns «Kpuntollpo CSP» 6e3 BBOAaA JINLEH3NU
Nnoab30BaTesio NpeaoCcTaBAseTCs AMLUEH3USA C OrpaHUYEeHHbIM CPOKOM AENCTBUA. [Ns MCNosb30BaHUS
Kpuntolpo CSP nocne okKOH4YaHWUs 3TOr0 CpokKa noJib3oBaTesib AO/IKEH BBECTUM CEPUMHBbIA HOMep C
6naHKa NMUEH3MK, NOMYYEeHHOM Yy OopraHmsaumnm-paspaboTumka wanm opraHmsauum, MMerLwen npasa
pacnpocTpaHeHus npoaykTta (aunepa). Ansg npocMoTpa nHdopMaumu o IMUEH3UN BbIMONHUTE:

# cpconfig -license -view

[na BBOAA NULIEH3UN BbIMNOSIHUTE:

# cpconfig -license -set <cepuiiHbIi_HOoMep>

CepuitHbI HOMep crneayeT BBOAUTb C COBI0AEHNEM perncrtpa CMMBOJIOB.

4.3. Hactpomka obopyaoBaHus CK3U

YTunuta cpconfig Takxe npegHasHayeHa ANS WM3MEHEeHUs Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cUNTbIBaHUSA (CUYMTbIBATENEN) KIOYEBON MHMOPMALMU N AATUYUKOB ClyYamHbIX YUCEN.
MpeaycTaHoBMEHHbIMU ABNAOTCA cunTbiBaTenu flash-Hocutenen n obpas AgMcKeTbl Ha XXECTKOM AUCKe.

[ns npocMoTpa CNMcKa HaCTPOEHHbIX CUMTbIBATENEN:
# ./cpconfig -hardware reader -view

CuunTbiBaTENb AMNCKET HE YCTAaHaBAMBAETCS MO YMONYaHWUIO, TaK Kak Npu OTCYTCTBUM AUCKETHI B
AOWCKOBOAE NepevYncneHne KOHTEMHEepOB CUNbHO 3ameanseTrcsa. Ona anobaBneHuUst cuyuTbiBaTeNs
OUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ons npocMoTpa cnmcka HacTpoeHHbIxX JCY:
# ./cpconfig -hardware rndm -view

Onsa koHconbHoro buo[CH Tpebyetcs nakeT naket Isb-cprocsp-kcl, kpoMe Toro oH pabotaer
Tonbko ¢ KC1 nposangepom. Ansa nobasneHns KoHconbHoro buoC4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpadwunyeckoro brnolCH Tpebyetcsa nakeT cprocsp-rdr-gui u X-cepsep, KpoMe TOro oH
paboTtaeT Tonbko ¢ KC1 nposangepom. Onsa gobasneHus rpadpuyeckoro bruoC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

Ons nobaBneHnsa NCNOMb30BaHMUS BHELLHEN raMmMmbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckomnmmpoBaTb (aiibl C AaHHbIMM, MNOJy4YeHHbIMM Ha "APM BblpaboTKM BHELLHEN
rammbl", MOMOXKM, 4YTO OHKM fexaT B /tmp/db[1,2]:
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# cp /tmp/db1/kis_1 /var/opt/cprocsp/dsrf/db1l/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Onsa paboTtbl co cumntbiBaTenem PC/SC TpebyeTcs nakeT cprocsp-rdr-pcsc. NMocne nogkntoyeHms
CUYMTbIBaTENS Y3HaAlMTe MMS YCTPOWCTBA:

# [opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

Ons pobaBneHns cuMTbiBaTENS UCNOMb3YHATE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ong nonydyeHus noapobHom cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4. YCTaHOBKa NapaMeTpoB XYypHanmMpoBaHUs

CK3M nossonsier cobupaTb OTNaAO4YHYHO  MHDOPMALMKO W MMEET  BO3MOXHOCTb
NpOTOKONNPOBaHUA cobbiTnin. WHbOpMauma 3anncbiBaeTcsi B CUCTEMHbIA XypHan (06blYHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb U3MEHEHUS HACTPOEK XXYpPHaIMpPOBaHUS PasNYHbIX
mMoaynen npoaykrta. CywecTsyeT BO3MOXHOCTb WM3MEHEHUS YPOBHS >XYypHanupoBaHus u dopmaTa
BbIBOAUMbIX OTN1aA04HbIX coObLweHni. 4N nosyvyeHusa crnpaBkm Mo HAaCTpOMKaM XypHasnpoBaHUs:

# cpconfig -loglevel -help

Moaynu, AN KOTOpbIX NOAAEPXUBAETCS XYypHannpoBaHue:
Cpcsp - 94p0 KpunTonpoBanaepa

capil0 - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus kntoden (KC2)
libssp - TLS

cppkecsll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. Hactpoika kKpuntonpoBanaepa no yMoa4yaHuto

[ns npocMoTpa TUMOB AOCTYMHbLIX KPUMTONPOBAAEepOB:

$ ./cpconfig -defprov -view_type

[ns npocMoTpa CBOMCTB KpMNTONpoBanaepa HY>XHOro tuna:

# ./cpconfig -defprov -view -provtype <provtype>

Ons ycTaHOBKWM npoBangepa MO yMOMYAHUIO ANS HYXHOrMO Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provhname <provname>
Ons nonyyeHust MMeHM NpoBalaepa Mo YMONUYAHUIO ANS HYXXHOMo Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BKAoyeHne pexmma yCUIEeHHOro KOHTPOS MCNOAb30BaHUSA KO4eNn
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PexuM yCMNeHHOro KOHTPONS WCMNONb30BaHMA K4Yen obecnedmBaeT OCyLleCTBieHue
KOHTPONSI CpOKa AENCTBUS AOATOBPEMEHHBIX K/THOUYEN 3NEKTPOHHOM NMOAMUCK M KJtoYeBOro obmeHa,
KOHTPO/SIS [OBEPEHHOCTU KJIOYEN MNPOBEPKM 3SMEKTPOHHOM MNOAMUCU U KOHTPONS KOPPEKTHOro
MCMNOMb30BaHNA MPOrpaMMHOro Jatumka CcAydamHbiX 4ucen. Tllocne ycnewHom WHCTannsaumm
HE0bX0ANMO BKIHOUUTb AAHHbBIN PEXWUM, BbIMOJHMB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Onsa obecneyeHnsa KOppeKTHOro @QYyHKUMOHWPOBaHUA MpoBanaepa B 4YacTu BblpaboTku
3/IEKTPOHHOW NOAMWUCU, a Takxe paboTbl C BPEMEHHbIMW KN4YamMu (B 4YacTHOCTU, Ans paboTbl B
pamkax TLS-coeamHeHus 6e3 ayTeHTMdUKaAUMM KIMEHTA) W reHepauuMu CnydarHbIX AaHHbIX
HeobXxoAMMO MNpoOM3BECTM BbIPAbOTKY AOArOBPEMEHHbIX KAKYENH WAM 3anycTuTb yTunuty csptest,
npeaBapuTesibHO MPOBEPUB, YTO 3apPerMcTpMpoBaH XOTS 6bl OAWMH AATUMK C/y4YalHbIX YMcen.

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3oBaHne CK3U 6e3 BKIOYEHMS pexunMa YCUIEHHOr0 KOHTPOS UCMOJSIb30BaHUS Kilto4en
paspeLlaeTcs NCKAIYNTENbHO B TECTOBLIX Lensx.
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5. YcrtaHoBKa conyTCTBYIOLWMX MNaKeTOB

Ona nepegaum no cetn 3anpocoB Ha cepTtudukatbl, CRL 1 T.n., a Takxe 4159 MOAAEPXKKMU
OOMOJSTHUTESbHbLIX  K/OYEBbLIX CUYMTbIBATENen W HocuTener MoxeT noTpeboBaTbCs YCTaHOBKA
[ONOJSTHUTENbHbIX MaKeToB.

Ecnu conyTcTByloWME MaKeTbl CKauyuBaloTCcs M3 WMHTepHeTa, Heo6xoAMMO MOATBEPAUTb WX
LeIOCTHOCTb, MpPOBEpMB MOAMUCL MAW X3W. Ecnu MCTOUYHMK He obecrneynBaeT Takme MexaHWU3Mbl,
NOMNYCKAeTCs MCMNOJIb30BaHWE MaKeToB TONIbKO C AUCKa C aAucTpubytnesoMm CK3W, raoe aTv MexaHu3Mbl
ncnonb3ytoTca. Ha Ancke nakeTbl iexar B nanke \extra.

Ha ceptuduumpoBaHHble ®CTIK anctpubyTtmebl ALTLiNUX 3anpelwaeTtcs CTaBUTb NakeTbl U3
cetn (Hanpumep, € ucnonb3oBaHmem apt-get).

5.1. bubnunoteka libcurl

Mcnonb3yeTca ana nepeaaym 3anpocos Ha ceptudumkatbl, CRL 1 T.n. no ceTw.

C canta paspabotumka npoekta http://curl.haxx.se/ MOXHO cKkayaTb MakeT C MCXOAHbIMMU
TEKCTaMKU ANs CaMoCTosITENIbHOW cHbopku. Kak nmpaBuio, TaM Xxe ecTb 32-6uTHble BepCcuUnM BUHApHbIX
NnakeToB M nHoraa 64-6utHole.

MpoLwe Bcero noctaBuTb 6M6NNOTEKY BCTPOEHHBIM MEHEeA)KePOM MaKeToB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne yctaHoBKKM 6MBNMOTEK HAAO 3apernMcTpnpoBaTb NyTU K HMUM. Hanpumep:

#  /opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
Jusr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig -ini  '\config\apppath' -add string libcurl.so
/usr/local/lib/64/libcurl.so
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6. CocTtaB 1 Ha3HaveHune koMnoHeHT MO CK3U

6.1. bazoBblie mogynn CK3U
MO CK3WN copepxunt cneaywowme 6a3oBble MOAYNN:

libcsp — AMHamMmnyecku 3arpyxaemasa 6ubnmoteka «Kpuntollpo CSP».

libcspr - 6ubnuoteka paboTbl ¢ yaanéHHbiM «Kpuntollpo CSP».

drvcsp — AMHaMM4ecku 3arpyxaemblii Moayb S4pa.

libssp — 6ubnmnoTteka nogaep>xku Mmoayns ceteBon ayteHTudukaumm «Kpuntollpo TLS».
cpverify — MoAy/lb KOHTPOSS LLEeNIOCTHOCTHU.

wipefile - moaynb yaaneHunsa ganios BMecTe C COAEPXKMMbIM.

cryptcp - npunoxeHue ansa nognucu n wudposaHusa dalinos

certmgr - yTunuta KOMaHAHOM CTPOKK ANS ynpaBneHus

cepTudmkaTamu, cnuckammn otsbiBa ceptudunkaTos (CRL) n xpaHunuwamu.

stunnel - npunoxeHue ana cosgaHuna TLS-TyHHens

B Ha3BaHusax guctpmbytnsos CK3U ncnonbaytotcs cnegytowme o603HaveHns:
CPRO - npedwukc;

CSp — KpunTonposanaep;

drv — 3arpyxaembin Mmoaynb saapa OC;

[d] - onuMoHanbHO — yKa3blBaeT Ha AOKYMeHTauuto (TeCToBble NMpUMepsbl);
i386 — nnatdopma Intel.

6.1.1. bubnnoteka libcsp

BubnnoTteka libcsp peanusyet uenesble pyHKUMN KpunTorpaduryeckon 3awuTtbl HDOpMaLNK,
paboTy C KA4YamMu, AOCTYN K KA4YeBbIM HocuTensam, brnoCH.

6.1.2. bubnuoteka libcspr

bubnnoteka libecspr obecneunBaer  yganeHHblin  4ocTyn K  KpunTonpoBawnaepy,
(YHKUMOHMPYIOLEMY KaK OTAENbHbIA CEPBUC.

6.1.3. [lpaneepHasn 6mubnmnoteka drvcsp

bubnuoteka drvcsp, ncnosb3lyemas B KayecTBe AMHAMMYECKU 3arpyxaemoro moayns siapa
OC, peanumayer uenesble dYyHKUMN KpunTorpaduyeckom 3awutbl MHdopmaumm  (Kpome
dhopmmpoBaHusg II1) u paboTy C ka4amMu.

6.1.4. Moaynu ceteBoli ayteHTudmkaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanmnsauuto NpoOToKosa ceTeBor ayTeHTUdukaumn Kpmuntollpo
TLS. O6uwee onuncaHme NpoTOKOSa nMpuBedeHO B AokyMeHTe «XTHAM.00087-05 91 01. Kpuntollpo
CSP. PykoBoacTtBo aaMuMHuUcTpatopa 6e3onacHocTn. ObLwasa yacTb».

Mpotokon TLS (RFC 2246) wucnonb3yeTcs AAS 3alinTbl COEAUHEHWUN B KJIMEHT-CEPBEPHbIX
TEXHOMOMMAX.

MporpamMmMHoe obecnedeHne «Kpuntollpo TLS» saBnsetcs peanumsaumen npoTtokona TLS wu
ncnonb3yer Kpuntorpadpuueckne dyHkunmm Kpuntollpo CSP  ana obecnedeHna npouecca
ayTeHTUudmnkaumm m wndpoBaHusa Tpadmka Mexay KJINEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify

Moaoynb cpverify npeaHasHayeH A7 KOHTPOAS UENOCTHOCTM npu  yctaHoBke CK3U wu
dyHKUMoHMpoBaHum MO CK3N Kpuntolpo CSP Ha MN3BM nonb3osaTens.

6.1.6. Moaynb wipefile
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Moaynbe wipefile ucnonbayercs ana yaaneHmsa ¢annos BMecTe C COAEPXUMbIM MPU LITATHbIX
M HewTaTHbIX (CBONMPOBAHMUE) CUTyaLUNAX.

6.1.7. Moaynb cryptcp

Moaynb npegHasHadeH ana paboTbl C cepTuduKaTaMu C UCMNONb30BaHMEM UHMPaACTPYKTypbl
OTKpbITbIX  KAO4Yen, wudpoBaHmsa/pacwundpoBaHns CcoobLeHU, coaepxawmnxcs B dainax,
CO34aHMs/NpOBEpPKM 3/1EeKTPOHHbIX MOAMMCEN U X3WMPOBaHUS cooblueHui, cogepxawmxca B daiine
nnu rpynne ¢annos.

6.1.8. Moaynb certmgr

Moaynb MOXeT yCTaHaBnuMBaTb, YAansATb, pacKoAMpPOBaTb, 3KCMOPTUPOBaTb M oTobpaxaTb
ceptudukaTtbl nnm CRL U3 pannoBoro xpaHunuiia nnm KNo4YeBoro KoHTelHepa.

6.1.9. Moaynb stunnel

Moaynb ang cosgaHusa TLS-TyHHensd, npeAHasHayeHHoro Assd cosjaHusd TLS 3awuuweHHoro
COEAMHEHMUS MexXay KIMEeHTOM u nokaneHbIM (linetd-3anyckaemMbiM) Unu yaaneHHbIM CEPBEPOM.

6.2. Moaynu noacmctembl NnporpaMmmHon COK

6.2.1. Moaynsb libcapi20
Moaynb libcapi20 ncnonb3lyeTtcsa Ans ynpasieHus cepTudmnkaTaMm OTKPbITbIX KKOYEN, a Takxe
Ans obecneyeHunst BbIMNOSIHEHUS KpUNTorpaduyecknx 3anpocoB Ha yposHe uHTepderica CryptoAPI v.
2.0. NHTepdenc moaynsa capilite apnaetca noaAMHOXecTBOM UHTepdenca CryptoAPI v. 2.0.
6.2.2. bubnunorteka librdrrdr
Bubnunoteka librdrrdr obecneumBaeT yHUPUUMPOBAHHBLIA MHTEpdENC AOCTyNna K K/YEBbIM
HOCUTENAM BHE 3aBUCUMOCTM OT UX Tuna.
6.2.3. Moaynn poctyna K KOHKpeTHbIM TUMNaM KJlOYEBbIX HOCUTENEeN U CYUTbiBaTENEN:
o librdrfat12 K AuckoBoay n auckete 3.5" n pasgeny XecTkoro gucka;
e librdrpcsc K cumTbiBaTENSM CMapTKapT u eToken, nogaepxusatowmm nHtepdemnc PC/SC;
e librdremv K K/to4eBbIM HocuTensam EMV u Gemalto.

6.2.4. bubnuoteka librdrsup

bubnnoteka librdrsup obecneumBaeT peanusaumio o0bWMX GYHKUMIA AOCTyNa K pasinNYHbIM
YCTPOMCTBaM XpaHEHUS KJIH04YEeBbIX HOCUTENEN.

6.2.5. Moaynun paTtymMkKoB CNy4YarHbIX YNCEN

bubnnotekn librdrrndm wu librdrrndmbio ob6ecneunBatoT nogaepxky paboTbl € PU3NYECKUM
OCY nporpammHo-annapaTHoro komnsekca 3awmtbl oT HCA v BunoACH cooTBETCTBEHHO.

6.2.6. bubnunoteka libasnldata nogaepxxkun npotokona ASN1

Bubnuoteka libasnldata coaepxuT pyHKUMM Npeobpa3oBaHUs CTPYKTYP AaHHbIX B MalWWHHO-
He3aBWCUMOE NpeaCTaBeHNE.
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7. BcrpamBanue CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3UN <«Kpuntollpo CSP» v 4.0 R5 B npuknagHoe nporpaMmMHoe
obecneueHne OOMKHbI BbIMONHATLCS TpeboBaHus pasgena 17 gokymeHTa «XXTAKW.00087-05 91 01.
KpuntolNpo CSP. PykoBoacCTBO aaMuHUCTpaTopa 6e3onacHoctn. O6was 4acTtb» W [AOKYMeHTa
«XKTAKN.00087-05 96 01. PykoBoACTBO NporpaMMucTa».
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8. TpeboBaHMsi MO OpraHM3aLMOHHO-TEXHNYECKUM N aAMUHUCTPATMBHbLIM MepaMm
obecneveHuns akcnnyaTaumm CK3U

[OMKHbI BbIMONHATLCA TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbLIM
MepaM obecneveHus 6e3onacHocTn akcnnyataumn CK3W B obbeme pasgenos 15 m 16 fokyMmeHTa
«XKTAN.00087-05 91 01. Kpuntollpo CSP. PykoBoACTBO aaMMHUCTpaTopa 6e3onacHoctn. Oblwas
yacTb».

8.1. O6wme Mepbl 3awmTbl oT HCA MO ¢ yctaHoBneHHbIMM CK3U anga OC Linux

Moa ynpaeneHneM UNIX-nogo6bHbIX onepauMoHHbix cucteM CK3W «Kpuntollpo CSP» MoxeT
MCNONb30BaTLCA C NPOrpaMMHbIM obecrnedyeHmnem:

— Trusted TLS (Digt).

Mpn wucnonb3oBaHum CK3UM noa ynpasneHnem OC Linux HeobxoaMMoO npeanpuHATb
OOMONHUTENbHbIE  MEpbl  OPraHuM3auMOHHOINO UM TEeXHUYECKOro  XapakTepa W BbINOJHUTL
AOMNOSIHUTESNbHbIE HACTPOMKM OMEpauMoOHHOM cucTeMbl. lpu 3TOM [AO/MKHA pellaTbCcs 3ajava Kak
obecneyeHns pononHUTeNbHOM 3awmTbl cepeepa U OC ot HC/, Tak n obecneyeHns 6ecnepebomnHoro
pexuMa paboTbl U UCKOUYEHUS «OTKa3a B 06CNYyXMBaHUM», BbI3BAHHOMO BHYTPEHHWUMU NPUYUHAMMU
(HanpuMep - nepenosiHeHUeM daroBbIX CUCTEM).

K opraHm3auMOHHO-TEXHUYECKNUM MepaM OTHOCATCA:

— obecneyeHne pusmyeckon 6esonacHoctm MNIBM (cepsepa);

— YCTaHOBKa NporpaMMHbIX 06HOB/IEHWNA;

— OpraHusaumsa npoueaypbl pe3epBHOro KONMPOBaHUS U XPaHEHUSI pe3epBHbIX KOMUIA.
— JononHutenbHble HacTporikn OC Linux KacakTca cneaytoulero:

— OrpaHuM4yeHue A0CTyna noJsib3oBaTene U HaCTPONKM MONb30BATENbCKOIrO OKPYXEHUS;
— OrpaHu4yeHune ceTeBbIX COEANHEHN;

— OrpaHu4YeHuns Npm MOHTUPOBaHMN PanNOBbIX CUCTEM;

— OrpaHn4YeHmns Ha 3anycK NMpoLeccos;

— KOHTpPOsb 3arpy3kn OC 1 KOHTPOJIb LLEeIOCTHOCTU CUCTEMHOIO M NPUKIAAHOrO NPOrpaMMHOro
obecnedeHns gomxkeH obecneuymBaTbCa MNpM NOMOLM MPOrpaMMHO-anmnapaTHOro KOMMEKca 3aluuTbl
ot HCO (cM. COOTBETCTBYWLWMNA pa3gen B AOKyMeHTe «XTAWM.00087-05 91 01. Kpuntollpo CSP.
PykoBoacTtBo agMuHuUcTpaTopa 6esonacHoctn. Obwas 4acTb»), YTO O3HAYaeT:

1. obecneyeHne KOHTPONA AOCTyna npu noMowu uaeHTudUKauum nonb3oBatens ¢
ncnonb3oBaHneM cuctemol Touch Memory;

2. BbINOJIHEHME 3arpy3kn ¢ GUKCUPOBAHHOIO HOCUTENS MOC/E ero KOHTPOSIS;

3. obecneyeHne KoHTponsa uenoctHoctu OC w©“  NpuKNagHOro  MpoOrpaMmMHOro
obecneyeHns 40 3arpy3Ku Ha 3arpy304HOM AUCKE U APYTUX NOAKOYEHHbIX ANCKaX.

- B cny4yae oTCyTCTBMS MNOMOLUM MpOrpamMMHO-anmnapaTHOro Komrsiekca 3awutel oT HCA
KOHTPOJIb LLeIOCTHOCTU MPOBOANTCSA C MOMOLLbIO YTUNUTBI cpverify.

— AOMOJIHUTENbHbIE HacTponkn sagpa OC;

— HaCTpOWKa CeTeBbIX CEPBUNCOB;

— OrpaHu4yeHmne Konm4yecTesa "BMamMMon nssHe" nHpopmaumm o CUCTEME;
— HaCTpoiKa NoACUCTEMbI MPOTOKOIMPOBAHNSA N ayanuTa.

8.1.1. OpraHnsaunoHHO-TEXHNYECKMNE MEepbI

1. C uenbio UCKIYEHUS BO3MOXHOCTM 3arpy3ku OC, OT/IMYHOWM OT yCTaHOBNEHHOM Ha HDD
N3BM, M3BM wun ycTpohcTBa 3arpy3kum [AOMKHbI ObiTb oOnedaTaHbl. [lofxeH 6biTb obecneveH
Heob6XoANMbIA KOHTPOJIb Le/IOCTHOCTM NeyaTen.

2. ObecneveHne dpunsmyeckomn 6e30nacHOCTN cepBepa
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CnepyeTr WCKAKYUTb BO3MOXHOCTb AOCTyrna HeaBTOPM3OBAHHOIO MepcoHana K KOHCOoMW,
cuUcTeMe NMUTaHUS N AOMNONHUTESNIbHLIM YCTPOMCTBAM, NOAKIOYEHHbIM K 3alULLAEMOMY CEPBEPY MYyTEM
yCTaHOBKK 060pyAoOBaHMS B CneuuvasbHO BblAeNIEHHOE M 3anMpaeMoe nomeuweHue (annapaTHy unm
CEPBEPHYO KOMHATY).

Ona  uckniodeHnsa cboeB  KOMMNbHOTEPA, BbI3BAHHbIX OTK/IKOYEHWEM  3NEKTPONMUTAHUS,
Heobxoanmo obecneunTb 3neKTponuTaHuve cepBepa OT WCTOYHMKA 6GecnepeboHOroO nUTaHUS
OOCTaTOYHOM MOLWHOCTM. Kak MWHMMYM, MOLWHOCTM 6aTapen ucTtouyHuka 6ecnepeboirHOro nutaHus
OO/MKHO XBaTaTb Ha BPeMs AOCTAaTOYHOE A1 KOPPEKTHOro aBTOMaTU4YeCKOoro 3aBepllieHust paboThbl
cepsepa.

3. OpraHusaumsa npoueaypbl pe3epBHOro KONMPOBaHUS U XpPaHEHUSI pe3epBHbIX KOMUIA.

Mpn onpepeneHMn pernaMeHTa pe3epBHOr0 KOMMPOBAHMA W XPaHEHUS pe3epBHbIX KOMUi
cnenyet obecneunTb OTBETCTBEHHOE XpaHEHWe pe3epBHbIX KOMWiA B 3anMpaembix cendax (wkadax) um
onpeaenuTb Mpoueaypy BblAauyn pe3epBHbIX KOMWIA OTBETCTBEHHOMY MEPCOHany U YHUUTOXEHMUS
BblleaLWnX n3 yrnotpebneHms Hocutenen (1eHT, 0O4HOKPaTHO 3anuCbiBaeMbIX ANCKOB M Np.).

CTaHLI,apTHbIMVI MepaMn No opraHndaunm OTBETCTBEHHOIO XpaHEHUA HOCUTeNen ABNAKTCS:
— MapKupoBKa HocuTenen;

— COCTaBJIEHME OMNUCU XPaHUMbIX HOCUTENEN C yKasaHWeM cepuiiHbliX (MHBEHTapPHbIX)
HOMepoB, AaT 3anucu HocuTenen, damumnmen COTpPyAHMKA, CO34aBLUEro KOMnuil Ans
Kaxkgoro wkada(cenda);

— nepuogmyeckasl cBepka onucu u cogep>xmmoro cendgos (wkados);
— opraHusaumsa OTBETCTBEHHOIMO0 XpaHEHMS U Bblaauun K4den oT cendos (LwkadoB);
— BO3MOXHoOe onevaTtbiBaHune (onsiombupoBaHue) cerido(wkados).

— YHMYTOXEHME BbllWeAWwnX U3 YnoTpebneHnss HoCUTeNem [OJIKHO TMpPOM3BOANTLCS
KOMWUCCUEN C COCTAB/IEHNEM aKTa 06 YHUUTOXEHUMN.

4. B cucTeMe perncTpumpyeTrcs oavH nonb3oBaTesb, obnagatlownii npasamm agMUHUCTPATOpa,
HOCSALWKMN UMS root, Ha KOTOporo BosnaraeTcs 06s3aHHOCTb KOHPUrypmuposaTb OC Linux, HacTpamBaTb
6e3onacHocTb OC Linux, a Takxke KoHpurypuposaTtb N3BM, Ha KoTopyto yctaHoBneHa OC Linux.

5.0na nonb3oBaTenss root BbIGUMpAETCSs  HaAEeXHbI Mapofb BxoAa B CUCTEMY,
YOOBNETBOPALINN crneayowuMm TpeboBaHUAM: AsMHa naponss He MeHee 8 CUMBOJIOB, Cpeau
CMMBOJIOB Maposis AO/KHbI BCTpeYaTbCsA 3arflaBHble CMMBOJIbI, MPOMUCHbIE CUMBOMbI, UUGPbI U
cneuunanbHble CMMBOSbI, CPOK CMEHbl Maposie HEe pPeXe OJHOro pasa B Mecsl, AOCTyn K Maposio
NOJKEH 6bITb 06ecrneyeH ToNbKO aAMUHUCTPATopPY.

6. Monb3oBaTento root AOCTYMHbI HACTPOMKKM Bcex nonb3oBatene OC Linux, KoTopble OH
MOXeT  npocMaTpuBeaTh, penakTnpoBaTh, yoansaTb, co3jaBaTh. Bcem rnonb3oBaTensmMm,
3apernctpupoBaHHbiM B OC Linux, nonb3oBaTenb root B COOTBETCTBMW C NOAUTUKOM 6e3onacHocTu,
NPUHATOM B OpraHMsaunm, gaeT MUHUMasbHO BO3MOXHble ANsi HOPManbHOM paboTbl NpaBa. Kaxabli
nonb3osatenb OC Linux, He gBNAOWMACA nosb3oBaTeneM root, MOXeT npocMaTpuMBaTb U
pefakTupoBaTb TOSIbKO CBOW YCTAaHOBKM B paMKax MpasB AOCTyna, Ha3HA4YeHHbIX €My MNoJjib30BaTeseM
root.

7. Bcex nonb3oBaTtenen [1DBM, KkoOTOpble He TMOJb3YKTCS AaHHOW CUCTEMOW, W BCex
CTaHA4apTHbIX Mnofnb3oBaTenen, Kotopble co3gatoTca B OC Linux BO BpeMs yCTaHOBKM (TakuX, Kak
"sys", "uucp”, "nuucp", n "listen"), kpome nonb3oBaTtens root, cnegyeT ynanub.

8.B OC Linux cywecTBYHOT WucnonHaemble dalnbl, KOTOpble 3anyckalTcsa C npaBaMu
nonb3osatensa root. T dannbl MMeKT yCTaHoBMeHHbI dnar SUID. lMonb3oBatenb root Ao/KeH
onpenenntb, KakumM un3 3Tux ¢dannoB B paMKax onpeaesneHHoW B oOpraHusaumu MoJUTUKK
6e3onacHoCcTn He TpebyeTca 3anyck € aAMWUHUCTPATMBHBLIMW MOJIHOMOYMSMW, MU C NOMOLWbIO cbpoca
¢dnara SUID pommkeH CBECTU KOSIMYECTBO TakuX (pansioB K MMHUMYMY. 3anyCcK ocTaBluxca dannos C
yCTaHoBNeHHbIM (pniarom SUID gomkeH KOHTPOAMpPOBaTbCS Mosib3oBartenem root.

9. Mpun ncnonbsosaHum CK3U «Kpuntollpo CSP» Ha M2BM, noakntoyeHHbIX K 061ea0CcTynHbIM
ceTaM CBA3M, AO/KHbI ObiTb MpeanpuHSATbI AOMNONHUTENbHbIE MeEPbl, MCKAo4alwme BO3MOXHOCTb
HEeCaHKLMOHUPOBAHHOIo AOCTyMa K CUCTEMHbLIM pecypcaM WUCMOJsib3yeMbIX OMepauMoHHbIX CUCTEM, K
nporpaMMHoMy obecne4yeHuto, B OKPYXeHWn KoToporo dyHkumoHupytT CK3N, n K KOMMNOHEHTaM
CK3MW co CTOpOHbI yKa3aHHbIX ceTen.

10. MpaBo poctyna Kk paboumMm MectaM C yctaHoBfieHHbIM [0 CK3U «Kpuntollpo CSP»
NnpeaocTaBasieTcsa TOMbKO /uuaM, O3HAKOMJIEHHbIM C MNpaBWiaMu MOMb30BaAHUA W  U3YUYUBLUUM
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3KCNyaTauuoHHYO AOKYMEHTaUMo Ha nporpamMmHoe obecneuyeHne, nMmetwllee B ceBoeM coctase CK3U
«Kpuntollpo CSP».

11. Ha TexHunuyeckux cpeacrtBax, oOCHaweHHbiXx CK3W, p[o/KHO MCNonb30BaTbCs TOJIbKO
JIMLEH3NOHHOE NporpaMMHoe obecneyerHmne pupM-nNnponssogmTenen.

12. B BIOS onpenensatoTcs yCTaHOBKW, UCKOUALWMe BO3MOXHOCTb 3arpy3km onepaunoHHON
CUCTEMbI, OT/IMYHOM OT YyCTaHoBfeHHON Ha HDD: oTknt4yaeTcs BO3MOXHOCTb 3arpy3kum € rmbkoro
ancka, npusoga CD-ROM u npoymne HecTaHpapTHble BUAbl 3arpy3kn OC, BKIKOYAA CETEBYIO 3arpysky.
He npumeHstoTca NM3BM c BIOS, nckntoyaowmMm BO3MOXHOCTb OTK/IIOYEHMS ceTeBon 3arpy3ku OC.

13. CpeactBamu BIOS pgonkHa 6biTb MCKAKOYEHA BO3MOXHOCTb OTK/IOYEHUS MOJib30BaTensamMu
ISA-ycTpoincte u PCI-ycTponcTB. 19 UCKAKOYEHUS 3TOM BO3MOXHOCTM Bxoa B BIOS 3BM posnxeH
6biTb 3aWMleH naposeM, K KOTOPOMY NpeabsBnatoTcsa Te e TpeboBaHuMsa, 4TO M K NapoJso
nonb3osatens root. Maponb ana Bxoga B BIOS goskeH 6biTb M3BECTEH TONIbLKO MOMb30BaTeNto root u
6bITb OT/INYHBIM OT Naposs nosb3oBaTens root aons sxoaa B OC Linux.

14. o 3arpy3ku OC gosxeH 6biTb peann3oBaH KOHTPO/b LENOCTHOCTM (painoB, KPUTUYHBIX
ang 3arpysku OC v nporpammbel CPVERIFY.

15. Mpn 3arpyske OC ponkeH ObiTb peann3oBaH KOHTPOJb LENOCTHOCTU MNpPOrpamMMHOro
obecneueHnsn, Bxogawero B coctaB CK3U «Kpuntolpo CSP», camor OC n BCex MCMNONHAEMbIX
dannos, dyHKUMOHMPYOWKMX coBMecTHO ¢ CK3W ¢ ncnonb3oBaHmneM nporpamMmel CPVERIFY.

16. CpeactBamm BIOS posmkHa 6biTb MCKAOYEHA BO3MOXHOCTb paboTel Ha DBM, ecnu BO
BpeMsl ero HadasbHOW 3arpy3Kkun He NpoxoasaT BCTPoeHHble TecTbl DBM (POST).

17. Ha M3BM ycTtaHaBnuBaeTcsa Tonbko ogHa OC. Ha MN3BM He ycTaHaBnuBalTCs CpeacTs
pa3paboTtkn u otnagkm MO. Ecnu cpeacrtsa oT/aAku MPUSIOXKEHUA HYXHbl ANS1 TEXHOMOMMYECKnx
notpebHocTten opraHmMsauuMm, TO WX  WUCNOMAb30BaHWE  AO/MKHO  6blTb  CAHKLUMOHMPOBAHO
aAMUHUCTpaTOpoM 6e3onacHocTu. B nobom cnyyae 3anpellaeTcs MCnonb30BaTh 3TWM CpeacTsa A4S
NpocMOTpa M pefakTUpoBaHMSA Koda W MNaMATM MPUIOXeHuNn, ucnonb3dyowmx CK3U «Kpuntollpo
CSP». Cneayet mn3beratb nonagaHmsa B CUCTEMY MpPOrpamMM, NO3BOMSOWMX, NOAb3YSACh ownbkammn OC,
nony4yaTtb npueuaeruun root.

18. JomkHO 6bITb orpaHmyeHo (c y4yeToM BblibpaHHOW B OpraHusauum MOJINTUKMU
6e30nacHOCTX) UCnonb3oBaHMe MONb30BaTENsAMM KOMaHA cron n at — 3anycka KOMaHj B yKasaHHoe
BpeMs.

19. [lomkHO 6bITb peann3oBaHO puanyeckoe 3aTupaHume coaepX mmoro yaansembix dhannos c
ncnosnb3oBaHmeM nporpammbel Wipefile ns coctasa CK3U.

20. JomkHbl 6bITb OTKJIHOYEHBI BCE HENCMNOJIb3yEMbIE CETEBbIE MPOTOKOSIbI.

21. B cnydyae nogkntodveHus [MMOBM ¢ yctaHoBneHHbiM CK3M Kk o06WenoCcTynHbIM CeTSM
nepeaaym AaHHbIX A0/KHO 6bITb OTKAKOYEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX un apyrux
nporpaMMHbIX OOBLEKTOB, 3arpyxaemblX W3 CeTu, B MNpuKNagHblX nporpammax 6e3 nposeaeHus
OOMONHUTENbHbBIX TEMAaTUUYECKNX UCCNeA0BaHUN.

22. [lomkHbl  6blITb  MNPUHATBI Mepbl MO WCK/KYEHUIO HEeCaHKUWMOHMPOBAHHOIO A0CTyna
MOCTOPOHHMX NUL, B NOMELLEHNS, B KOTOPbIX YCTaHOB/EHbI TexHnyeckne cpeacresa CK3UN «Kpuntollpo
CSP», no poay cCBoel [AeATeNbHOCTU He SBASIWMXCA MepcoHanoMm, AonylweHHbIM Kk paboTe B
YKa3aHHbIX MoMeLleHnsX.

23. [lomkHO ObITb 3anpeweHo ocTaBnAaTb 6e3 KOHTPOAsS BblUMCAUTENbHblE CPeacTBa, Ha
KoTopbiXx akcryatupyetcas CK3W «Kpuntollpo CSP» nocne BBoAa Kak4yeBon uWHopmauun. Mpu
yxo4e nosnb3oBaTenss C paboyero MecTa AO/MKHO MCMONb30BaTbCA aBTOMATUUECKOe BKJIOUEHME
MapoJ/ibHOW 3acTaBKMu.

24. N3 cocTaBa CUCTEMbI AOMKHO bbiTb UCKNOUEHO 060pyaoBaHMe, KOTOPOE MOXET CO34aBaTb
yrpo3y 6e3sonacHocth OC Linux. Takxe Heobxoammo wusberatb MCNOAb30BaHUS HeCTaHAAPTHbIX
annapaTHbIX CPEACTB, UMELWNX BO3MOXHOCTb BAUATL Ha dyHKUMOHMpoBaHue NM3BM mnnu OC Linux.

25. Mocne mnHctannsaumm OC Linux cnegyeT yCTaHOBUTb BCE pPEKOMEHAOBaHHbIE MPOrpaMMHbIe
06HOBNEHNSA N NporpaMMHble 06HOBNEHUS, CBSA3aHHble C 6€30MaCHOCTbIO, CYLECTBYOWME HA MOMEHT
WHCTanNsaumn.

26. Ha Bce aupekTtopun, cogepxawme cuctemHole dannbl OC Linux wn katanorm CK3WU,
Heo6xoAMMO YCTaHOBWTb MpaBa AOCTymna, 3anpeljarlune BCEM MNOMb30BaTeNsaAM, KpoMme Bnagenbua
(Owner), 3anuce.
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27.B cBsS3M C TeM, 4TO aBapuMHbIN AaMn OMNepaTMBHOW MaMATKM MOXET coAaepXaTb
KpunTorpaduyeckn onacHyr WHOpMauuio, B MNpUKAAAHbIX Mporpammax, ucrnonbaytowmnx CK3WU,
cnegyet OTK/KOUYUTb BO3MOXHOCTb €ro co3gaHums C noMoubio dyHKuum setrlimit ¢ napameTtpom
RLIMIT_CORE=0.

28. B OC Linux ncnonb3yeTcsa BupTyanbHas namaTtb. O6nactb BMPTyanbHOMW NMaMaTy A0JKHA
6bITb OpraHmM3oBaHa Ha oTtaenbHoM HDD. Mo okoH4yaHum paboTtbl CK3W coaepxmmoe BMPTYyasibHOM
namMaTn AO/IKHO 3aTMpaTtbCs C ucnonb3loBaHmeM cpeacts OC. B cnyyae aBapuiHoro ocrtaHosa M2BM,
npu cnepytowen 3sarpyske Heobxoammo B pexume “single user” ounctutb 0651acTb BUPTYaNbHOM
namatn nporpamMmoit wipefile, Bxoaswein B coctas CK3UM Kpuntolpo CSP. B cnyyae Bbixoaa 3 CTpos
HDD, Ha KOTOpOM HaxoaumTcsa obnactb BUPTyasbHOW MaMsaATv, KpuUnTorpaduueckue Kawum noanexar
BbiBOAY W3 aenctBus, a HDD cuuTaetrcs He nognexawmm peMoHTy. DToT HDD yHuuTOXaeTcs no
npaBnaaM yYHUUTOXEHUS KITHOUYEBbLIX HOCUTENEMN.

8.1.2. JononHutensbHble HacTporku OC Linux

Hactponkn OC Linux BbINOMHATCA NyTeM peaakTupoBaHusa (yaaneHusi, pobasnieHus)
pa3NIMYHbIX KOHPUIYPaAUNOHHbIX U KOMaHAHbIX (hannos.

Ons coxpaHeHMs BO3MOXHOCTM «OTKATUTb» BHECEHHble W3MEHEHMUS C/leayeT COXPaHSATb
Moamdununpyembole dannbl B «6e3onacHOM» MmecTte (Ha BHELWHEeM HOCuTene WM Ha He MOHTUPYeMO
aBToMaTuydeckn ¢hannoBon cucreme).

OrpaHu4yeHuve goCTyna nojb3oBaTenen M HaCTPOMKM MOAb30BATENLCKOr0 OKPYXEHUS
HacTpolika Nonb30BaTeNbCKOr0 OKPYXEHUS 3aKo4aeTcs B ceayowmx AeCTBUaX:

1. B dainne /etc/login.defs cneayeT ycTaHOBUTb cneaytowme ANPEKTUBDI:
PASS_MAX_DAYS=30 (napameTp 3a4aéT MaKkCMMasbHOE BPeMS UCMO/Ib30BaHNSA Napons)

PASS_MIN_DAYS=30 (napameTp 3apaéT MWHMMasIbHOE KOAMYECTBO AHEN Mexay CMeHaMu
napons)

PASS_MIN_LEN=6 (ycTaHaBIMBaeT MUHMMASIbHYIO AJIMHY Napons)

2. B danne /etc/profile yctaHoBUTb 3HaueHUss umask=022 (napamMeTp 3a4aeT Macky Co34aHus
danna no-yMon4yaHuio)

3. ns nonb3oBaTens root yCTaHOBUTb MacKy pexuMa cosgaHus gannos 077 nnun 027:
umask 077 (umask 027);

4. Otpepaktuposatb ¢dann /etc/shells n nomectMtb B HEro WMeHa TONbKO Ans TeX
ncnonHsieMbix dannos o06ono4vek, KOTOpble YCTaHOBJIEHbI B cucTteMe. [lo-yMon4daHuio, coaep)xmnmoe
danna /etc/shells moxeT 6bITb TaKNM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash

5. Yaanutb dann (ecnm oH cywecteyeT) /.rhosts.
6. YopanuTtb cogepxumoe danna /etc/host.equiv.

7. OTpepaktnpoBatb ¢dann /etc/pam.conf ¢ wuenbto 3anpeta rhosts-ayTeHTuduKaunn.
BbINosHAETCS KOMMEHTUPOBaHMEM BCEX CTPOK, coaepXalumx noactpoky "pam_rhosts_auth.so".

8. MpoBepuTb unaeHTUGUKATOPbI MONb30OBaTeENss W TpPynnbl AN BCEX MONib30BaTenen,
nepedncneHHblx B danne /etc/passwd. Cnegyetr ybeauTbCsl, YTO He CYyLLUECTBYET MoJib30BaTenen,
nmerowmx unaeHtTudukatop nonb3osatens 0 wn unaeHtTudukatop rpynnbl 0 Kpome, BO3MOXHO,
nosnb3oBartensd root.

9. Co3gaTb nepeyeHb MpOrpamM, KOTOpble 3amnycKalTcs C npaBaMy aAMUHUCTpaTopa, M
KOHTPO/IMPOBaTh €ro HEU3MEHHOCTb;

10. 3al'lpeTl/1Tb perncrtpaunto B CUCTteMe I'IOJ'IbBOBaTe}'IeVI, nMerwwmnx cneayruwmne <<cny>|<e6Hb|e
MMEHa» :

daemon uucp

bin nuucp
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Sys listen
adm listen

Ip nobody
smtp noaccess

[encrteBne BbINONHSETCS NyTeM ykKasaHusa B danne /etc/passwd ctpokm '/bin/false' B none
shell-nporpammMbl 1 ykaszaHusa cumeosa 'x' B nosie napons.

OrpaHnyeHus Npm MOHTUPOBAHUKU dDaI0BbIX CUCTEM

OrpaHu4yeHnss Npu MOHTUpPOBaHUKM (aNOBbIX CUCTEM peann3yrTCs pedakTupoBaHueM danna
/etc/fstab:

YCcTaHoBUTbL onumto nosuid Npyn MOHTMpoOBaHUM haiNoBON CUCTEMBI /var.

Mpy MHCTaNNAUNKM CUCTEMbI CneayeT BblaenuTb ana darnnosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasgensl AucKa ANns npefoTBpalleHns nepenosiHEHUS KPUTUYHbIX darnosbix cuctem (/, /var)
3a CYyeT, HanpuMmep, MOJIb30BaTENIbCKMX AaHHbIX W obecneyeHnss BO3MOXHOCTU MOHTMPOBAHUSA
(halnIoBOM CUCTEMbI /USK B PEXNME «TOJIbKO AJ1S1 UTEHUSI».

OrpaHn4yeHmns Ha 3anycK NpPoLIeccoB

CnepnyeT oOrpaHuuMTb WCMNOAb30BaHME B CUCTEME MJIaHUPOBLUMKA 3a4ady Cron UM CpeacTB
nakeTtHom o6paboTkM 3ajaHuin. [Ana HOpManbHOro (QYHKUWOHWUPOBAHUA CUCTEMbI MWHUMAsbHO
Heob6X0ANMBIM  SBMSETCA paspeleHMe MUCNOoSb30BaHUs MNMaHUpOBLUMKA 3ajad Ccron W CpeacTs
nakeTHonm o6paboTkn 3agaHWUM TONbKO nMofb3oBaTento root. [Ans 3TOro cneayeTr BbINOSHUTD
cneaywouime komaHabl (OT MMEHU Cyneprnonb30oBaTens):

echo root > /etc/cron.allow
echo root > /etc/at.allow

HacTtpoiika ceTeBbiX CEpBUCOB

HaCTpOVIKa CETEBbLIX CEPBUNCOB 3aKJ/IIOHYAETCA B C/1IEeAYOLEM:

CnepnyeT orpaHuvuntb GYHKUMOHANbHOCTbL [EeMOHa YyMpaBieHUs CeTeBbIMU COEeAMHEHUSMMU
xinetd. [encTBmne 3akni4vaeTca B pedakTupoBaHuu danna /etc/xinetd.conf n dannos B kartanore
/etc/xinetd.d. Kak MMHMMYM, cneayeT 3anpeTuTb CrieAyoLne CEPBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

1. Ecnn  He nnaHMpyeTcs WCNosb30BaTb HACTpPauMBaEeMbI  KOMMbKOTEP B  KadecTBe
MapuwpyTusaTtopa, HeobxoauMMoO B CTapToBble dalnbl MNOMEeCTUTTb KoMaHay /sbin/sysctl -w
net.ipv4.ip_forward = 0;

2. Cneayet 3anpetnTb NpMEM U3 BHELLHEN CETU «LlKMpoKoBewaTenbHbix» (broadcast) nakeTos,
a TakXXe rnepeaavy OTBETOB HA NMPUHATbIE «LWMPOKOBELLATENbHbIE» MaKeThl;

3. 3anpetuTb cynepnonb3oBaTento Aoctyn no ftp, ans storo agobaBuTb «root» B daiin
/etc/ftpusers;
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4. 3anyCcTuTb npoueaypy perncrpauum 3anycka npoueccoB (accounting) BbIMOJIHEHMEM
KOMaHAbl /sbin/accton;

5. Ecnhm nnaHupyeTcs mMcnonb3oBaTb Ha HacTpaumBaeMoM cepsepe cepsuc FTP, 1o cnegyert
cospatb (oTpepaktTuposaTb) dann /etc/ftpusers co cnmMckom nosb3oBaTenen, AN KOTopbiX 3anpeLleH
AOCTyn K cepBepy no npotokony FTP. ®aiin uMMeeT TeKCTOBbIA (opMaT M AOJIKEH coAaepxXaTb Mo
OAHOMY MMEeHM nofnb3oBaTens B CTpoke. B cnucke «3anpelwieHHbiX" nosb3oBaTesieid, Kak MUHUMYM,
AOJKHbI 6bITb MepeyncrieHbl cneayowme MMeHa nosib3oBaTesnen:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. nsa orpaHWYyeHuMss [AOCTyna K CUCTEMHbIM dainaMm ana  HemnpuBUAErMpOBaHHbIX
Nonb30BaTesNeN, N3 KOMAHAHOW CTPOKU CneayeT BbINONHUTL CeAYOLME KOMaHIbl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode

7. Takxe cnegyet o6HynuTb dnar SGID ans HeKOTOpPbIX UCMONHSAEMbIX (hannoB:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHu4yeHne KonmMyecrtsa «BUANMOWN U3BHE» MHMOpPMaLMK O cucTeMe

O6bI4HO, Ha4vanbHYyl WMHMOPMALMIO O CUCTEME MNOTEeHUMAsNbHbIA HapywuTenb nosy4aeT M3
CUCTEMHbIX NpUrnaweHun, BbigaBaeMbix ceTeBbiMM cnyxbamu cepsepa (telnet-cepsep, ftp-cepsep u
np.).

MoaToMy, K MepaM MO OrpaHMYEHUD KONYECTBa «BUAMMOWN M3BHE» MHGPOPMALMK O CUCTEME
OTHOCHATCS:

— OTKa3 OT CTaHAApPTHOro «3arosioBKa», BbIBOANMMOro cepsepoM ftp npu oTBeTe NOSb30BaTENIO.
Jocturaercs ykasaHumem B danne /etc/default/ftpd cnegyrowmnx anpektmne: BANNER="";

-22 -



XXTAN.00087-05 91 03. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Mcnonb3oBaHue CK3WM nog ynpasneHmeM OC Linux

- PepaktnupoBaHmne dannos /etc/issue, /etc/ftp-banner n /etc/motd c uenbio pasbsCHeHUs
nosib30BaTeNnsM NpaBui U NOIUTUKK AOCTYyNa K cepBepy ftp.

HacTpoika noAcMcTeMbl NPOTOKOAMPOBAHUS U ayauTa

CnenyeT yAOCTOBEPUTLCH, YTO TOMbKO MOMb30BaTeNb root MMeeT AOCTynm Ha 3anucb AN
cneayrowmx gannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

Ecnn Ha HacTpavBaeMOM cepBepe MCNOMb3yeTcsd web-cepBep, To cneayetr yb6eamTbCs, 4TO
ToNbKO "Bnageneu" npouecca httpd nmeet goctyn Ha 3anucb K npoTokonam httpd

OrpaHuunTb (C y4yeToMm BblibpaHHOM B opraHusaumu noanMtnkm 6e3onacHoOCTn) MCNoNb30BaHME
nosb3oBaTeNnssMM KOMaHa Su UM sudo - npeaocTaB/eHUs MOSb30BaTENO  aAMUHUCTPATUBHbBIX
NOSIHOMOUMA.

CnenyeT NpoTOKO/AMPOBATL MOMbITKM UCMNONb30BaHUS NporpamMM su un sudo. Ans storo, B dann
/etc/syslog.conf cnegyet no6aBuTb 3anmch:

auth.notice  /var/log/authlog
nnm
auth.notice /var/log/authlog, @loghost.

BTopass cTpoka aHanorMyHa nepBOi, HO YKa3biBaeT, 4TO MPOTOKOS AOMOJIHUTENbHO
nepeaaeTcs Ha cepeep c6opa NPOTOKOJIOB.

Cnep.yeT obecneunTb NPOTOKO/IMPOBaHME HEyCNeLWwHbIX MONbITOK perncrpaunMn B CUCTEME B
NNOKaJ/IbHOM MpOTOKOE. Onsa aToro, CneayeT BblNOJIHUTL cneayroume KoMmaHabl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

NS NpoTOKONMPOBaHUS CETEBbIX COEAMHEHMIN, KOHTPONMPYEMbIX AEMOHOM Xinetd (Bkouyas
AaTty/BpeMsi coeauHeHusi, IP-agpec kvMeHTa, YCTaAHOBMBLUEro COEAMHEHME W WUMS  CEepBUCa,
obcnyxusatowero coeanHenune), B dann /etc/syslog.conf cnegyetr nob6aBuTb 3annchk:

daemon.notice /var/log/syslog

8.2. TpeboBaHUA NO pasMeLleHU0 TEXHUYECKNX CPeACTB C YCTaHOBMeHHbIM CK3U
Mpwn pasmeleHnn TEXHUYECKMUX CPEeACTB C YCTaHoBeHHbIM CK3U:

ﬂ,OJ‘I)KHbI 6bITb MPUHATbI MEPbI MO 3alNTE HECAHKUMOHMPOBAHHOIO A0CTyrna B NOMELWLEHNA, B
KOTOPbIX pa3sMelleHbl TEXHMYEeCKMe cpeacTtBa C ycTaHoBaeHHbIM CK3W, nOCTOpOHHMX nuu, No poay
CBOEM AeATeNbHOCTU He ABASILWMXCS NepcoHanoM, AOMyLeHHbIM K paboTe B 3TMX MoMelleHusx. B
cnyyae Heo6XoAMMOCTU MPUCYTCTBUS MOCTOPOHHUX UL, B YKa3aHHbIX MOMELEeHUAX AO/MKeH 6biTb
obecrneyeH KOHTPO/Nb 3@ UX AEUCTBMAMM N obecrieyeHa HEBO3MOXHOCTb HEraTUBHbIX AEACTBUMA C UX
CcTOopoHbl Ha CK3W, TexHu4yeckue cpenacrtBa, Ha KOTopbixX akcnnyaTtupyetcs CK3UWM mn 3awmuwaemyro
MHdopMauuio.
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BHYTpEHHSIS nNNaHMPOBKA, PACMOJIOXKEHWE W YKOMMEKTOBAHHOCTbL pabounx MecT B
NMoMEeLLEHNSIX OO/KHbI obecneuymMBaTb MCMOHUTENSAM paboT, COXPAHHOCTb [AOBEPEHHbIX UM
KOHMAEHUNANbHbIX JOKYMEHTOB U CBEAEHWI, BKIOUAsS KJTOYEBYO MHGOopMauuio.

B cnyuyae nnaHupoBaHua pasMeweHns CK3WM B nomeweHusx, rae npucyTCTBYET pedyeBas,
aKycTu4yeckas n BU3yanbHas nHpopmauus, coaepxawas cBefeHus, cocTaBnsowme
rocyaapCTBeHHYH TalHy, M (MAK) YCTAHOBNEHbl TeXHM4Yeckme CcpeacTtBa W CUCTEMbl MpueMma,
nepegayn, o06paboTkK, XpaHeHuUs U oOTobpaxxeHnsa WHopMauun, CcoaepXKawen CcBeaeHus,
COCTaBNsAOWNE FOCYAApPCTBEHHYIO TalHy, TeXHMYEeCcKne CpeacTBa WMHOCTPAHHOro MpoM3BOACTBA, Ha
KOTOPbIX (DYHKUMOHUPYIOT nporpammHble moaynn CK3W, AosmkHbl 6biTb MoABEprHyTbl crneumanbHOM
npoBepKe Mo BbISBNEHUIO YCTPOMUCTB, NpeaHa3HauYeHHbIX A5 HernacHoro nosyyeHns nHpopmMaunm».,
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9. TpeboBaHusa No KpunTorpadunyeckon samre

JOMKHbI BbIMOMHATLCSA TpGﬁOBaHMﬂ!
1. Ucnonb3oBaHMe TONbKO NIMLEH3UOHHOI0 CUCTEMHOIO NMPOrpamMMHOro obecneyeHus.

2. Pasgen 16 pokyMmeHTa JXKTAW.00087-05 91 01. «PykoBoACTBO aAMUHMUCTpaTopa
6e3onacHocTn. Obwas yacTb».

3. Nepeg HavanoMm paboTbl AosmxeH 6biTb NMpoBeAEeH KOHTPO/b LENoCTHOCTU. KoHTponem
LLeTOCTHOCTU AO/MKHbI 6bITb OXBayveHbl dannbl, yKa3aHHble B M. 14,

4. HacTpolika onepauMoHHOM cuctembl ana pabotbl ¢ CK3M no n. 8.1.2.

5. Mpn nHctannauum CK3U gomxHbl 6bITb 06ecneyvyeHbl OpraHM3auMoOHHO-TEXHUYECKNE Mepbl
MO MUCKJ/TIOUYEHUIO NOAMEHbI ANCTPUbYTUBa U BHeceHns nameHeHnn B CK3M nocne yctaHOBKM.

6. UcknoueHne un3 nporpamMmHoro obecnedeHmsa M3BM ¢ yctaHoBneHHbiM CK3U cpeacts
OTNajaKu.

7.Maponb, ucnonb3yemblil aAns ayTeHTUdUKauMn nonb3oBaTenen, AO/HKEH coaepxaTb He
MeHee 8 cuMmBosioB andasBuTa MOWHOCTU He MeHee 10. MepnoAMYHOCTb CMEHbI NApPOSIS — HE pexe
OfHOro pasa B 3 Mecsaua.

8. NepnognyYHOCTb TECTOBOIO KOHTPOAA KpunTtorpadpunyecknx GyHKUnn - 10 MUHYT.
9. BExxecyTo4yHas nepesarpyska MN2BM.

10. MepuoanyHOCTb ocTaHoBa [M29BM c o6s3aTefibHOM MPOBEPKON CUCTEMbI OXIaXAEHUS
npoueccopHoro 6aoka M2BM - 1 mecsu,.

11. 3anpewaeTcd wucnonb3oBaTb pexuMm npoctor 3ameHbl (ECB) TOCT 28147-89 pans
WwndgpoBaHus nHbopMaLnm, KpoMe KHUYEBON.

12. JlomkHO 6bITb 3anpeleHo ucnonb3oBaHne CK3U ans 3awmTbl TenedOoHHbIX NEPeroBopoBs
6e3 NpuHATMA B CUCTeMe Mep MO 3awuTe oT MHMOPMATUBHOCTM NOB6OYHBLIX KaHanoB, cneundunyeckmnx
npu nepepade peuu.

13. JomxHa 6biTb 3anpeweHa pabota CK3WN npu BkAtouyeHHbiXx B MIBM wTaTHbIX cpeacrTeBax
BbIXO4a B paaAMOKaHarn.

14. KOHTpOAeM LUeNnoCTHOCTM A0/MKHbI 6bITb OXBayeHbl daibi:
Linux (x86)

/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/libcpcurl.a
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/libike gost.so.4.
/opt/cprocsp/lib/ia32/libesp gost.so.4.
/opt/cprocsp/lib/ia32/librdremv.so.4.0.
/opt/cprocsp/bin/ia32/1list pcsc
/opt/cprocsp/lib/ia32/1librdrpcsc.s0.4.0.5
/opt/cprocsp/lib/ia32/librdrric.so0.4.0.5
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/1librsaenh.s0.4.0.5
/opt/cprocsp/sbin/ia32/stunnel hsm
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s50.4.0.5
/opt/cprocsp/lib/ia32/libcpext.so.4.0.5
/opt/cprocsp/lib/ia32/libasnldata XER.s0.4.0.5

[ NeNe)
[62IN@;]

- 25 -



XXTAN.00087-05 91 03. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Mcnonb3oBaHue CK3WM nog ynpasneHmeM OC Linux

/opt/cprocsp/lib/ia32/1libasnldata.so0.4.0.5
/opt/cprocsp/lib/ia32/1libsspdrv.a
/opt/cprocsp/lib/ia32/1ibssp.s0.4.0.5
/opt/cprocsp/lib/ia32/1libenroll.so0.4.0.5
/opt/cprocsp/lib/ia32/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/ia32/1libcsp.s0.4.0.5
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so0.4.0.5
/opt/cprocsp/lib/ia32/1libcppkecsll.so.4.0.5
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/ia32/librdrsup.so0.4.0.5
/opt/cprocsp/lib/ia32/1librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/ia32/librdrfatl2.s0.4.0.5
/opt/cprocsp/lib/ia32/1ibcapil0.s0.4.0.5
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.5
/opt/cprocsp/lib/ia32/1libcpalloc.s0.0.0.0
/opt/cprocsp/lib/ia32/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/1librdrsbl.so0.4.0.5

Linux (x64)

/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amdé64/libcpcurl.a
/opt/cprocsp/lib/amdé64/libcpcurl.so.4.
/opt/cprocsp/lib/amd64/libcpedrv_emul.a
/opt/cprocsp/bin/amd64/cp-genpsk.sh
/opt/cprocsp/bin/amd64/genpsk
/opt/cprocsp/lib/amd64/1libike gost.so.4.
/opt/cprocsp/lib/amd64/libesp gost.so.4.
/opt/cprocsp/lib/amd64/librdremv.so.4.0.
/opt/cprocsp/bin/amd64/1ist pcsc
/opt/cprocsp/lib/amdé64/librdrpcsc.so0.4.0.5
/opt/cprocsp/lib/amdé64/1librdrric.s0.4.0.5
/opt/cprocsp/sbin/amd64/ccid reg.sh
/opt/cprocsp/lib/amdé64/librsaenh.s0.4.0.5
/opt/cprocsp/sbin/amd64/stunnel fork
/opt/cprocsp/sbin/amd64/stunnel thread
/opt/cprocsp/sbin/amd64/stunnel hsm
/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amdé64/1ibcapi20.s0.4.0.5
/opt/cprocsp/lib/amd64/libcpext.so0.4.0.5
/opt/cprocsp/lib/amd64/libasnldata.so.4.0.5
/opt/cprocsp/lib/amd64/libasnldata XER.s0.4.0.5
/opt/cprocsp/lib/amdé4/1libsspdrv.a
/opt/cprocsp/lib/amd64/1libssp.so0.4.0.5
/opt/cprocsp/lib/amdé64/1libenroll.so0.4.0.5
/opt/cprocsp/lib/amd64/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/amd64/1libcsp.so.4.0.5
/opt/cprocsp/lib/amdé64/librdrrndmbio tui.so0.4.0.5
/opt/cprocsp/lib/amd64/1libcppkesll.so.4.0.5
/opt/cprocsp/bin/amd64/cpverify
/opt/cprocsp/bin/amd6d/wipefile
/opt/cprocsp/bin/amdé64/csptest
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/opt/cprocsp/lib/amdé64/librdrrndm.so.4.0.5
/opt/cprocsp/lib/amdé64/1librdrsup.so.4.0.5
/opt/cprocsp/lib/amd64/librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/amd64/librdrfatl2.s0.4.0.5
/opt/cprocsp/lib/amd64/1libcapil0.s0.4.0.5
/opt/cprocsp/lib/amdé64/libcpui.so.4.0.5
/opt/cprocsp/lib/amd64/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/amdé64/libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/amd64/unreg prov_type name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount flash.sh
/opt/cprocsp/lib/amdé64/1ibrdrsbl.so.4.0.5

Linux (ARM)

/opt/cprocsp/bin/arm/curl
/opt/cprocsp/lib/arm/libcpcurl.a
/opt/cprocsp/lib/arm/libcpcurl.so.4.2.0
/opt/cprocsp/sbin/arm/stunnel hsm
/opt/cprocsp/sbin/arm/stunnel thread
/opt/cprocsp/sbin/arm/stunnel fork
/opt/cprocsp/bin/arm/cryptcp
/opt/cprocsp/bin/arm/certmgr
/opt/cprocsp/bin/arm/csptestf
/opt/cprocsp/lib/arm/libcapi?20.s0.4.0.5
/opt/cprocsp/lib/arm/libcpext.so0.4.0.5
/opt/cprocsp/lib/arm/libasnldata XER.s0.4.0.5
/opt/cprocsp/lib/arm/libasnldata.so0.4.0.5
/opt/cprocsp/lib/arm/libssp.s0.4.0.5
/opt/cprocsp/lib/arm/libsspdrv.a
/opt/cprocsp/lib/arm/libenroll.so.4.0.5
/opt/cprocsp/lib/arm/liburlretrieve.so.4.0.5
/opt/cprocsp/lib/arm/libcsp.s0.4.0.5
/opt/cprocsp/lib/arm/librdrrndmbio tui.so.4.0.5
/opt/cprocsp/bin/arm/cpverify
/opt/cprocsp/bin/arm/wipefile
/opt/cprocsp/bin/arm/csptest
/opt/cprocsp/lib/arm/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/arm/librdrsup.so.4.0.5
/opt/cprocsp/lib/arm/librdrdsrf.so.4.0.5
/opt/cprocsp/lib/arm/librdrfatl2.so0.4.0.5
/opt/cprocsp/lib/arm/libcapil0.so0.4.0.5
/opt/cprocsp/lib/arm/libcpui.so.4.0.5
/opt/cprocsp/sbin/arm/unreg prov_type name.sh
/opt/cprocsp/sbin/arm/cpconfig
/opt/cprocsp/sbin/arm/mount flash.sh

Linux (POWER)

/opt/cprocsp/bin/ppc6d/curl
/opt/cprocsp/lib/1ib64/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/1ib64/1libcpcurl.a
/opt/cprocsp/lib/1ib64/libcpcdrv_emul.a
/opt/cprocsp/bin/ppc64d/cp-genpsk.sh
/opt/cprocsp/bin/ppc64/genpsk
/opt/cprocsp/lib/1ib64/libike gost.so.4.
/opt/cprocsp/lib/1ib64/libesp gost.so.4.
/opt/cprocsp/lib/1ib64/librdremv.so.4.0.
/opt/cprocsp/lib/1ib64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libxcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/1ib64/1libfgcpui.so.4.0.4

.4
.4

stO
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/opt/cprocsp/sbin/ppc64/xcpul app
/opt/cprocsp/sbin/ppc64/fgtk rndm app
/opt/cprocsp/bin/ppc64/list pcsc
/opt/cprocsp/lib/1ib64/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ppc64/ccid reg.sh
/opt/cprocsp/lib/1ib64/1librdruec.so0.4.0.4
/opt/cprocsp/lib/1ib64/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/1ib64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
/opt/cprocsp/bin/ppc6d/cryptcp
/opt/cprocsp/bin/ppc6d/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc6d/csptestf
/opt/cprocsp/bin/ppc6d/der2xer
/opt/cprocsp/lib/1ib64/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/1ib64/libcpext.so.4.0.4
/opt/cprocsp/lib/1ib64/1libpkixcmp.so.4.0.4
/opt/cprocsp/lib/1ib64/1libasnldata.so.4.0.4
/opt/cprocsp/lib/1ib64/1libsspdrv.a
/opt/cprocsp/lib/1ib64/1ibssp.so0.4.0.4
/opt/cprocsp/lib/1ib64/libenroll.so.4.0.4
/opt/cprocsp/lib/lib64/liburlretrieve.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcsp.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libcppkecsll.so.4.0.4
/opt/cprocsp/bin/ppc6d/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/1ib64/1librdrrdr.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrsup.so.4.0.4
/opt/cprocsp/lib/1ib64/1ibrdrdsrf.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/1ib64/1libcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/1ib64/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64d/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/1ib64/librdrsbl.so.4.0.4
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MpunoxeHune 1. KOHTPOsb LEeOCTHOCTM NporpaMMHOro obecneveHuns

B pononHeHne K ANCTPUBYTUBY MOCTaB/SAIOTCA CKPUNTOBble alnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCs B LLEeNOCTHOCTU AUCTPMOYTUBA A0 €ro yCTaHOBKMU.

MporpammHoe obecneveHne CK3U mmeeT cpeactBa obecrnedeHms KOHTpoas uenoctHoctu MO
CK3MW, KoTopble BbINO/HATCA Nepnoanyecku.

Ecnn B pesynbrate MNepumoamMyeckoro KOHTPOAS LESIOCTHOCTU MNosSBNAETCS coobuieHns o
HapyLlWeHNN LEeNoCTHOCTM KOHTponmpyeMmoro daina, nosb3oBaTteflb 06s3aH npekpatuTb paboTy u
obpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTM.

AoMUHUCTpaTop 6e30MacHOCTX, NpOaHann3MpoBaB MPUYUYMHY, NPUMBEALWY K HapyLUeHMWIo
LeNnocTHocTu, gomxkeH nepeycraHoeutb MO CK3UN «Kpuntolpo CSP» ¢ guctpubyTtmea, Uam cMcteMHoe
Mno.

Moaynb cpverify NO3BONMISIET OCYLWECTBAATb KOHTPOSb  LENOCTHOCTM  YCTaHOBMEHHOro
nporpaMMHoro obecrneyeHus. KOHTpOnb LENOCTHOCTM (haiioB OCYLLECTBASIETCS Npu 3arpy3ke danna
Ha MCrnosiHeHuWe (M NepuoaMYEecKM BO BPEMSI BbIMOSIHEHMS) MAW MPU PYYHOM 3arycke MnporpaMmMbl
KOHTPOS LLeNOCTHOCTY.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTun canna ¢ nmeHeM filename no anroputmy algid. Ecnm He yka3saH napameTp hashvalue, To
3HayeHue xaw-pyHKUMM ana cpaBHeHus b6epetca n3 danna <filename.hsh>. MNapameTp algid moxet
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecnu algid He yka3saH, To
ncnonbdyetca GR3411. [-inverted_halfbytes <inv>] yka3biBaetcs, ecnn nonybanmtel B hashvalue
nepesepyTbl. [Mo-yMon4daHuio inv yctaHaBnmueaetcs B 1 ansg GR3411 n B 0 ana GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHne 3HauyeHnsa xaLw
dyHKUMKN ana danna ¢ umeHem filename. MapameTp algid MoxeT npuHuMaTb 3HaveHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To wucnonb3dyetcs GR3411. [-
inverted_halfbytes <inv>] ykasbiBaeTcsi, ecnn Heobxoammo nepeBepHyTb nonybanTtbl B hashvalue.
Mo-yMmonyaHuio inv yctaHaenuBaeTca B 1 ana GR3411 wm B 0 ana GR3411_2012_256 w
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaeT dain ¢ umeHem filename € noOMOLWbK KAO4Ya, B3ATOrO0 M3
KOHTelHepa ¢ uMeHeM cont_name. lMone password - naponb 3aWunTbl KOHTeNHepa. Monsa Provname un
Provtype vykasbiBaloT, KakoW npoBangep Heobxoammo wucnonb3oBaTb. [lone Provtype Moxert
npuHumaTth 3HadeHnsa 75,80 n 81. Ecnun Provtype He ykasaH, TO ncnonb3syetcsa 75.

cpverify -file_verify filename [signval] -timestamp date - [NpoBepseT noanucb daina c
nmeHeMm filename. Ecnm signval He ykasaH, TO 3HadeHuMe AN CpaBHeHusl bepeTtcs w3 danna
<filename>.sgn. B none date HeobxoaMMo yKasaTb AaTy, Korga noanucb 6bina co3gaHa, B dopmaTte
dd.mm.yyyy.
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MpunoxeHwe 2. YnpasseHne NpoToKOIMPOBaAHNEM

NS BKNKOYEHMSA/OTKIIOYEHMS 3HAYEHME |Og MCI'IOJ'II:BYVITGI

a) RHEL
[Ons 3apaHus ypoOBHS MPOTOKOSA
/opt/cprocsp/sbin/<Ha3BaHne_apxutekTypbl>/cpconfig —loglevel cpcsp -mask 0x9
Ons 3apaHus ¢oopmaTta NpoTokona
/opt/cprocsp/sbin/<Ha3BaHue_apxutekTypbl>/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TEKYLLEro YpoBHS U popMaTa NpoToKona
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>/cpconfig —loglevel cpcsp -view

b) ana RHEL ypoBHsa aapa
insmod drvcsp.o log_level=0x9

3HayeHMeM NapaMeTpa YPOBHb NPOTOKONA ABAsSeTCs buToBas Macka:
N_DB_ERROR = 1 # coobweHunsa 06 owmbkax
N_DB_LOG = 8 # cooblieHns o Bbl30Bax

3HadeHneM napameTpa dopmaT NpoToKoaa aABAsieTca butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSI MOAYNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEpP HUTKMU
DBFMT_FUNC = 8 # BbIiBOAMTb UMA DYHKLMN
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoauUTb GetlLastError
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